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What Do We Do - Secure Information Exchange

*Bol don James Secure I nformation Exchange
* Military security requirements whatever the application

Communication Mode Functionality

_ Boldon James
Voice

Plug-in
Email
‘ Instant Message ‘
Information to Conferencing I\/II((:)r(c-):Zoft Information to

send or receive send or receive

White Boarding

Document sharing /
collaboration

SAFEchat

boldonjames Secure Information Exchange

A QinetiQ Company



Key Facts

e Customers
— 1.5m users, 16 countries, 65 organisations
— Defence, Intelligence and government security

— NATO, US, UK, Germany, ltaly, Australia, Nz, M. East, Slovenia, Hungary

* Acquisition of Boldon James by QinetiQ 24th October 2007

— Acceleration of Products Strategy (Secure Information Exchange)

- BJ is |l ead capability for Qineti Q s
» BJto lead acquisition strategy
e Proposition build out includes QinetiQ network, crypto & wireless solutions

* Microsoft Relationship
— Gl obal *Go To Market’ Partner for De
— Close cooperation with Redmond around product development and futures
— Joint BJ/MS Secure Unified Communications white paper
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Individual Products
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Labelling Set-up
e

« Common labelling mechanism enables policy based security policy
* Related BJ security functionality varies slightly by MS product platform

M Security Label
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Forms i Police, military, intelligence
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SAFEchat

ProjectOverLord:

Communication in this room SHALL BE AUDITED.
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I'm going to need UHF and VHF radios
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Evolution of requirements to securely
exchange all forms of sensitive office
systems information has driven our
Microsoft based product strategy
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Adoption of Boldon James Secure Messaging

« Defence first
 Own use + Interoperability
* Intelligence
» Central government
» Police & other organisations

United States U.K. Germany

. costovard (NN "°"°e . o
. ooocus [N coverment fomeland SeGUfil | _Potice-crost [
.. ool NN . romeoriccaFCONI | vreiigence - eMFSTEIRGHNNN
. mengence (NN | ccrosoermtcligecell ¢ ! uttwatte
. oooovcll . voo ol I | Moo Nukom (Herkuies) I
_ oD Secure Emal + atachienl | ndviualamed Forces il ¢ Naw NN
bOIdon]ames Secure Information Exchange

A QinetiQ Company



Last 10 Years Requirements Evolution

* National & International Interoperability
— Extend secure office systems from fixed to operational environments
— PDA, Blackberry, HF radio, internet access

« Conformance to international standards
« Changing Information Management Requirements
— Need to know versus the need to share
— Communities of Interest (Col)
— Information push-pull
— Knowledge At the Point of Action (KAPA)
 Deployment of multiple grades of messaging to match operational
requirements
— Federated architectures
— High, Medium & Basic Grade Messaging
* Integration with Command and Control, Document Management, Archiving,
Legacy Environments

« COTS Solutions, low total cost of ownership
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Microsoft Unified Communications

J

boldonjames Secure Information Exchange

A QinetiQ Company



Secure Information Exchange Enables New Ways of Working

Mobile u Email u Document u CHAT u C2 Voice & video
—p

Authenticate, Clearance, Signature == == === s]p» Risk Profile & Attribute Propagation

ation’

Coalitions & Partners ‘ Unlgnown \ ‘ Operations \
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Secure Information Exchange Enables New Ways of Working

Mobile u Email u Document u CHAT u C2 Voice & video
—

Authenticate, Clearance, Signature == == === s]p» Risk Profile & Attribute Propagation

! ! !

Comments from Graham Brooms organisation / Ascent / NPIA
Small changes through common technology

Fresh thinking

Disassemble legacy business processes constrained by old technologies
Wont happen top down

Demonstrators

Unified Communications

Coalitions & Partners Unknown
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V.3 Secure Information Exchange (SIE) Architecture
e

Secure Information Exchange - Version 3 Architecture
Unified Security — Attribute propagation & Risk profiling

[ Identification ] Security Assurance
[ Authentication ] ' Data validation Capability checking
[ Non-repudiation ] Labelling Fire and forget
[ Precedence ] Digital signatures Data synchronisation
[ Clearance ] ' Encryption Filtering
[ Roles ] Boundary enforcement Directories

Exchange Exchange LCS/OCS SharePoint Office

Documents

Microsoft Unified Communications

Email, Chat, Documents, Voice, Video, Blogging, Whiteboard
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The User Experience
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V3 Component Based Reuse Across Microsoft Platforms

o AllSsnmvgonents

Exchange (Email)

Exchange (Mobile)
Exchange (Gateway)

OCS (Livemeeting)

Sharepoint
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Components

Dynamic Profile manager

Forms

P7

E-Tracker

MasterKey Plus

Security

Labelling

Capability Checker

Fire & Forget

Draft & Release

Mobile Filter

Document Management Pack
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Client

Office 2007

Word, Excel,
Powerpoint etc.

Outlook

Live Meeting

Communicator

Internet Explorer



Roadmap

» Futures & roadmap

Office Documents
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All current components

Identification
Security
Assurance

Attribute propagation

Role based PKI

Office, Sharepoint, OCS etc.

5066 support

Mobile 6 & Blackberry

Web based signing/encryption

Risk based profiling

XSMTP, SIP

STANAG Ed. 2, NEC

C2 vendors

New products

Alntegrated security supporting
Mi crosoft Unified

Video

_ Live Meetings
Conferencing

Document management
File (Word, Excel, PowerPoint)

Fixed to Deployed
Mobile

Radio
Web-based

Underpinned by driving
Standards & initiatives
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